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A GROWING AND COSTLY PROBLEM
Cybersecurity threats are continuously evolving and, increasingly, life science 
organizations are in the crosshairs. Hackers worldwide continue to develop 
and deploy ever-more devious techniques to gain access to sensitive 
data and assets. This continuous evolution presents significant 
challenges for security professionals trying to keep a step ahead of 
the hackers.

Cybercrime has risen dramatically in recent years and the life 
sciences sector is a prime target, as hackers seek valuable 
intellectual property. In fact, a UK study that analyzed 26 industries 
identified life sciences as the primary target of IP theft.1 The cost of 
cybercrime to the industry is significant. A recent report by Accenture 
estimated the economic value at risk from cyberattacks for life sciences is 
$642 billion.2 

The pace of cyberattacks continues to increase as criminals look for new ways to mine information and 
monetary rewards from their victims. On May 1, 2019, more than 3 million potential threat files per day were 
submitted to VirusTotal, a free service that analyzes URLs and files for viruses and other malware—nearly 
50% targeting U.S. victims.3 

MULTI - PRONGED CHALLENGE 
There are three main cybersecurity concerns facing life science security teams:

• Protecting intellectual property. IP is often a life science organization’s most valuable asset. 
Safeguarding information regarding therapies in development, including novel chemistry and data from 
clinical trials, is absolutely essential to protect corporate value. A breach that leads to the theft of IP can 
be devastating for the organization’s market valuation and competitive stance. 

There are multiple threat vectors for these attacks. Industrial espionage, either by competing 
organizations or by hostile nation-state actors, is all too common. In addition, reliance on external 
contractors and partners, who often have access to sensitive networks, systems and data, pose a 
significant potential vulnerability—especially smaller partner organizations that may not have robust 
cybersecurity defenses and processes. Employees traveling to high-risk regions of the world may 
unwittingly present an open door to the network for freelance or state-sponsored hackers.

• Maintaining compliance. Operating in a highly regulated industry, life science organizations must 
ensure compliance with a host of regulations. Prime among these is the Health Insurance Portability and 
Accountability Act (HIPAA) which tightly regulates the secure sharing of protected health information 
(PHI). When sharing information with partners, such as contract research organizations (CROs), 
companies must do so securely—even if the information does not contain PHI. Other compliance priorities 
include regulations and guidelines governing auditable information issued by the U.S. Food and Drug 
Administration (FDA) and disclosure requirements under the Sarbanes-Oxley Act (SOX).  

1 http://www.allenovery.com/SiteCollectionDocuments/Cybersecurity%20in%20life%20sciences%20paper%202016.pdf
2 https://www.accenture.com/_acnmedia/pdf-96/accenture-2019-cost-of-cybercrime-study-final.pdf
3 https://www.virustotal.com/en/statistics/
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• Keeping pace with rapid growth. Life science organizations often undergo rapid and dramatic growth 
as they transition from investigational stage to market launch. As their headcount grows, so does the 
risk of cyber exploits targeting employees. The problems posed by “shadow IT,” the phenomenon of 
employees using non-authorized apps and devices with corporate information, can expand in step 
with the growing headcount as companies add marketers, salespeople, and operational teams, adding 
vulnerabilities.

• Securing data while making it available. To do their work, scientists and drug developers must be 
able to collaborate and share information with their peers and business partners. Enabling this valuable 
collaboration with authorized personnel, while preventing unauthorized access to data and systems, is a 
major challenge for life science organizations.

For early-stage life science organizations without a robust in-house IT team, the risk of cyber threats 
is particularly acute. However, even larger IT organizations often do not have the specialized expertise 
required to anticipate and defend against sophisticated cyberattacks.

SOCIAL ENGINEERING EXPLOITS
Many breaches targeting life science organizations are the result of social engineering schemes. 
Employees or executives receive communications that appear to be authentic but are, in reality, an attempt 
to gather authentication information and/or introduce malware that enables access to sensitive data or 
systems. Known as phishing or spear phishing, these attacks are on the rise in life sciences. A recent 
article in Health IT Security reported a 25% increase in phishing attacks that successfully evaded  
security measures.4  

4 https://healthitsecurity.com/news/phishing-attacks-on-the-rise-25-increase-in-threats-evading-security
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Data exfiltration attacks can strike organizations both large and small. In 2018, biotech firm Sangamo 
Therapeutics made headlines when a phishing email to a company executive led to a breach that lasted 
11 weeks and allowed access to proprietary information.5 In 2019, Charles River Labs confirmed that its IT 
systems had been hacked, allowing hackers to copy client data.6 

The increasing popularity of software as a service (SaaS) applications present a growing area of 
vulnerability. These sites can be spoofed—potentially accessed via typosquatting, netting visitors 
who mistakenly mistype the service’s URL—and are designed to capture login information. A popular 
attack method is to create static web pages that are designed to mimic the login page to popular SaaS 
applications such as Office 365, Box, DropBox, etc. to trick users into entering in their credentials. These 
pages are then embedded as a link in dummy documents, which are shared by email with a potential target 
user. If the user opens the attack and click on a link, they are then presented with what appears to be a 
SaaS login page. If the user continues to enter their credentials, the page then send the user’s credentials 
to the attacker, and thus is compromised.

Partner organizations are another growing area of vulnerability. While a large life sciences company may 
have robust security measures in place, this may not be the case for smaller vendors—some of whom may 
have custody of sensitive data. For example, the breach of Home Depot in 2014 that resulted in the theft 
of data from 56 million credit and debit card accounts began with the theft of credentials from a third-party 
HVAC vendor.7 

NEW AT TACK TECHNIQUES
While some techniques, such as ransomware, are waning 
due to improvements in security tools and firms adopting 
more robust data backup strategies and policies, other 
threats are rising to take their place. One such growing 
threat is the mining of cryptocurrency, something that 
didn’t exist even a few short years ago. Cryptomining as 
an attack vector is nearly ideal with a low barrier to entry 
and low possibility of being caught. This creates a rich 
opportunity for state-supported actors, who often hail 
from Russia or China.

Fileless malware is another new threat to be aware of. This malicious and increasingly common exploit is 
characterized by information that can persist within your device’s memory even without an actual file being 
downloaded or launched. These fileless attacks require very little technical expertise to launch, lowering 
the barrier to entry for hackers. Few security solutions can detect these fileless attacks, as traditional 
systems are triggered by the presence of a file. 

A developing threat that is difficult to quantify currently is the potential of AI (Artificial Intelligence) or ML 
(Machine Learning) threats. The potential for these systems to learn from past decisions and information 
that’s been presented makes AI/ML a key risk, especially in cases of data theft or misappropriation. 
Artificial intelligence systems that are often built to make data gathering, reporting and customer service 
more convenient for organizations have an unfortunate side effect of offering hackers a potentially unlimited 
source of easy-to-access data points. 
 

5 https://www.biospace.com/article/recent-hack-of-sangamo-therapeutics-exec-underlines-increased-risk-for-biopharma/
6 https://www.cshub.com/attacks/articles/incident-of-the-week-intruders-hack-into-charles-river-labs
7 https://www.infosecurity-magazine.com/news/home-depot-breach-third-party/
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PASSWORD MANAGEMENT

User passwords are another key area of vulnerability. Passwords that are weak and/or never changed are a 
common source of breaches. While the conventional wisdom has been to recommend frequent changing of 
passwords, this may exacerbate the problem because it often causes users to create new passwords that 
may be even less secure. Companies should adopt a reasonable password rotation cycle—no more than 
once or twice a year—and provide clear guidance on how to create “strong” passwords.

No matter how diligent they are about passwords, however, organizations should assume that passwords 
can be breached sooner or later. This is why multi-factor authentication (MFA) should be considered 
mandatory for the life science industry—especially for cloud-based or software-as-a-service (SaaS) 
applications, such as Office 365, to protect them from being compromised.

With MFA, a user’s identity is confirmed by using both a password and at least one more authentication 
factor—such as answering a personal question like where they were married or their favorite vacation spot. 
When just two pieces of identifying information are used, this is known as two-factor authentication (2FA), 
though more steps can be employed to enhance security. In some cases, an authentication key (a unique 
number with multiple digits) may be sent to the user via an out-of-band channel, such as their mobile 
phone, which they must enter to gain access to the application or service. 

It is critical for firms to implement a global MFA strategy and secure critical corporate assets, applications, 
web portals, and remote access methods with MFA as a default configuration step in order to provide 
protection against password leakage or compromise. 

ORGANIZATIONAL CHALLENGES 
WITH CYBERSECURITY

While cybercriminals and their tools are constantly advancing in sophistication, many life science 
organizations struggle to keep pace with the rapidly changing nature of attacks.

Simple attacks such as phishing emails are becoming increasingly sophisticated and difficult to spot and 
are responsible for even savvy users being caught sharing personal information online. Cybersecurity 
professionals are a hot commodity, and the lack of talent in this area may be the biggest challenge facing 
life science organizations today. 

Security professionals often find themselves drowning under a deluge of data—so 

much data that it makes extracting meaningful insights next to impossible.

Frequent training, investing in new security technologies, research and investments in defensive 
processes are the order of the day. However, even with aggressive budget growth and active recruitment, 
organizations are having a difficult time protecting their corporate assets and sensitive data from 
cybercriminals. Leaders must build resilience in vulnerable systems that allow them to enhance economic 
performance and make operations more sustainable. With the constant changes in attack vectors and 
the challenges around data privacy, it is more important than ever to allocate sufficient IT funds toward 
cybersecurity.

http://www.coretelligent.com
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Cybersecurity professionals are a hot commodity, and the lack of talent in this area 

may be the biggest challenge facing organizations today.

Due to the increasing complexity in cybersecurity, it is estimated that nearly three-fourths of IT  
spending in 2018 was devoted to security outsourcing services in an effort to provide a more holistic 
approach to cybersecurity.  

A COMPREHENSIVE 
CYBERSECURITY STRATEGY

Providing this suite of services in the ever-changing landscape requires rigor and discipline from both the 
outsourcing partner and the organization. A comprehensive cybersecurity strategy should include these  
key components:

ASSET DISCOVERY
Gain valuable insight into assets that are stored on-premise throughout your organization as well as in the 
cloud on AWS, Azure and more. Details regarding physical IP-enabled devices on your network such as 
configuration, services and software installed, and the status of any vulnerabilities are all a part of asset 
discovery and inventory.

VULNER ABILIT Y ASSESSMENT
A network vulnerability assessment provides your security team with immediate access to analysis across 
both on-premise and cloud-based applications and should include continuous monitoring and assessment 
of potential threats. Once identified, threats are registered and ranked by severity for quick remediation.

INTRUSION DETECTION
Continuous threat intelligence ensures that you are always equipped to detect threats as they emerge. The 
most proactive intrusion detection platforms are fully integrated with the Open Threat Exchange (OTX), 
a community of security-minded individuals who are committed to sharing information. Unified Security 
Management (USM) provides built-in host detection (HIDS) as well as network detection (NIDS), with 
support for public and private clouds as well.

BEHAVIOR AL MONITORING
Active behavioral monitoring is the heart of a full-featured 
security suite. While passive monitoring is often able to 
catch problems soon after they occur, human intervention 
can be critical to providing security for today’s always-
on organizations. The single pane of glass approach to 
security dashboards makes it possible for rapid response 
and remediation of threats.

http://www.cortelligent.com
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USER AWARENESS TR AINING
Making sure employees across the enterprise are aware of cyberthreats and have the ability to spot 
common techniques is critical. This includes senior managers, who are often the targets of spear phishing 
and other email-based attacks. Comprehensive, expert training tailored to your organization’s business  
and employee base is essential, right from the new hire onboarding process and repeated over time.

SECURIT Y INFORMATION /  EVENT MANAGEMENT (S IEM)
Many SIEM software platforms are single-purpose and require time-consuming integration efforts before they 
can be fully functional with other security platforms. Intensive analyses are required in order to correlate data 
and write threat rules for detection, based on the specifics that are inherent in your unique environments. With 
flexible and integrated SIEM, security professionals are better able to detect threats in near-real time, as well 
as gain access to centralized reporting of on-premise, cloud and hybrid environments.

These components work together to provide a real-time analysis of security alerts that are generated by 
systems on the network such as switches, firewalls and routers, and through computers. The information 
is then aggregated and correlated together to create a dashboard of information that can be leveraged to 
pinpoint attacks and stop them before they wreak havoc on operations and profits.

BENEFITS OF UNIFIED 
SECURITY MANAGEMENT AND 
CONTINUOUS MONITORING

As noted previously, cryptomining is a growing threat. These hackers create massive networks capable of 
supporting millions of microtransactions. All endpoints are potentially vulnerable— from Android devices to 
laptops and servers and everything in between. It can be difficult or impossible to detect that a computer 
has been infected by one of these mining programs. Electric bills that are higher than usual or slight 
performance slowdowns are often the only symptoms of an infected system.

Unified Security Management (USM) is focused on detecting the small “tells” of these programs by 
analyzing large volumes of data to look for variances. While a single IT department security professional 
may not notice a spike, someone who is monitoring the input from multiple organizations may see an 
aggregated view that is more indicative of a problem and be able to identify a resolution. 

Through its CoreArmor cybersecurity offering, Coretelligent partners with industry leaders in data security 
to deliver best-in-class capabilities. This offers life science organizations of all sizes access to industry-
leading solutions they otherwise might not have the resources or skillsets to implement themselves. In 
addition to exceptional equipment monitoring, the CoreArmor solution also provides highly trained human 
monitoring by specialists with experience working with life science organizations. This unique combination 
provides continuous protection of your computers, networks and data from unintended or unauthorized 
access, change or destruction.

While a single IT department security professional may not notice a spike, someone 

who is monitoring the input from multiple organizations may see an aggregated view 

that is more indicative of a problem and be able to identify a resolution.

http://www.coretelligent.com
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MANAGED INTEGRATIONS
Planning and implementing integrations are often the most challenging part of any technology project. 
That’s why CoreArmor features key integrations, as shown below.

Open Threat Exchange (OTX) Microsoft Azure Amazon Web Services (AWS) Google G Suite

Microsoft Office 365 CylancePROTECT Sophos Cisco ASA

Fortinet Palo Alto Networks Jira ServiceNow

Cloud Fare Cisco Umbrella Okta Dark Web Monitoring

Carbon Black Sonicwall Watchguard McAfee

CrowdStrike Falcon Juniper ESET AV SentinelOne

The professionals at Coretelligent have the knowledge and training needed to accurately scope and 
execute any additional integrations required. The value of having all cybersecurity information available 
within a single console is one of the best ways to combat the expansion of attacks that threaten every 
enterprise, in every industry. 

Protecting your mission-critical systems and data is a challenge, but technology leaders who work with 
proactive partners such as Coretelligent are a step ahead of the competition in threat avoidance.

To learn how Coretelligent can help you manage cyber threats and reduce costs, visit 
www.coretelligent.com or call 855.841.5888

ABOUT CORETELLIGENT 
Coretelligent is the IT support and private cloud service provider of choice for small and 
mid-sized businesses nationwide. Led by world-class technology experts, Coretelligent 
offers four best-in-class services covering the full range of technology needs: 360 
Support, CoreCloud, CoreBDR, and CoreArmor. Top-tier organizations in the financial 
services, life sciences, technology, legal, and professional services sectors rely on 
Coretelligent to help maximize their technology return on investment. Founded in 2006, 
the company has offices in Massachusetts, Maine, New York, Pennsylvania, North 
Carolina, Georgia, Texas, and California. 
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